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RNMENT
‘Volume 4 - Number 12

EH SERVING COMPUTEH USERS THROUGHOUT THE FEDERAL GOVE

’A dwerse gwup of privé
public. officials attacked the Res- i f ass! r
" gan administration’s u;mpuu:r se ity ¢ | ters ¢
[ icati “Uni pmpared statement,

curity- directive, arguing. it is col .
fusing, poseibly illegal and that tting classified information and resented by legislative counsels’ i ., .
inappropriately places respon- other .sensitive national security Allan - Adler and Jerry Berman,”
xbdnty for federal oomputersecu . information. It also established an id the authority’ gwen NSA is -

g '~ organizational st.mcture to guide_ : “an. unprecedemed unwise and
"_'"'safegunrdmg activities.’ heckable primacy of the na-,
" 'Several’ Witnesses’ questmnod X i

‘charge! of security for’ civilian:
agency’ “computers.” Rep. Jac
lﬁ Br D Tbxas) said the dxmc

[ i as Ind‘lstr y Slumps f N 'DOD the authontyto.clanmfy nted agency ‘with'a goal of pro-A
: control information in the civiljan * tecting the nation’s- communica

-tions systems. “We are not,” said
*-the NSA deputy director of com- .
unications security, “a super-se- . -

retagencyﬂ\attrmwrunover"

_sector that it deems critical to
:national secunty “Now that
:might be the price of butter,
+Brooks said.

Agenctes Miss Potentud Savmgs

. . By Peter Hager -
- . | GCN Staff . The_chairman of the Govem- ¥ everybody doing our own thing.”
3 oo A - ment Operations Committee said : : Deeley and two other Defense . °
,Pisml l%ﬁhmnotbeen Inndwtbehlgh technol- . The current d ion in the comp market - it would be impossible for the de~ ., seeBecurity page B

ing.stock prices, revenues ‘and: |: hascontnbuwdtoabonanuofp reductions on a
jaw:i ware. But the

e e e | e, s 7 e o -Ore. VDT lel Vetoed o

u;lyedeompnnws have dsclmad regulations, seems incdp ing a

prer. 7und left the ring for good. J".'Lheblgsavmgs.

2 Acgo:dma to.IBM President and Chief Executive - Many private and commemal oompufer users are ' By Chns Tlustos = .~ ¢ “'l"here are statutes and nileson "

y Oﬁcer John: Akers,’ the' company's' profits for the’ schedulmg their purchases to monopolize on the GCN Staff st the Oregon books that deal in gen-- -
cumnt drop in prices. In the present buyer‘s market. . o ’ eral with nlleged hazards in-the -

t thyee quarters of 1985 vnll be less than thn same
4 it TRM hac lorered nrices 6 to 20 Omon Govemoercwr Atiyeh - automated workplace. Miles - -




- seems to know how thns was done.”
.Securlty from page 1 Latham said all the appropriate civilian
Depart.ment oﬁicmls, Donald C. Latham, agencies were well rep d at meetings
fe for Com- concerning the directive. .
-'mand, Control, Communwauansandlntel- Wamn' Reed, director of the General
* ligence, and Robert L. Brot director A Office’s Information Manage-
f the Defense Computer Security. Center, ment and * 'I‘echnology Division, said the
emphasized the thmt. to the United States ~ directive is unclear in some areas. Specifi:
of inad " cally, Reed said, NSDD 145 established a’
+ - Latham said t.heeount:yl.sbemg “bledto -sensitive but unclassified category of in-
3 "dealh."whlle Brotzman said U.S, adversar-  formation without clearly defining the
ies can cause a great deal of damage with - types of information that would be included
ttle' effort or expense. in this category.
Part of the concern raised by the
irective's critics stemmed from the strong
i ion of the def agencies on
the committees established by NSDD 145
One, the National. "Tel
and Information Systems Security Com-
fnittee, which Latham chairs, has 10 DOD

asked to respond to criticisms l..hat
the committee is heavily defense-oriented,

confusion with existing statutes, including
‘the Brooks Act and the Paperwork Reduc-
-tion Act. While the National Bureau of
Standards is currently charged with issuing
computer security standards, and the Office
of Management and Budget develops and
implements government computer security

Reed also said the directive may cause |

pmgmms Reed said it is unclear how these .
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Donald Latham, DOD Assistant Secretary
policies'and the new directive fit together.

"~ Brooks made a similar but much more:

direct statement, arguing it.is in conflict
with existing statutes. “In issuing NSDD :

- said R h

- phasized the importance of centralizing
" control of computer security. Deeley. said

line with the trend in technology. wh

ﬁnm by Kenneth Leong Hong

-saywhatacuon would be taken as a result
. of the hearing, the two, along with several

;that would establish computer security;
: training programs w:thm govemmcn&

145 the - pmudent |g'nored t.he m
‘authorities and -unilaterally transferred’
these responsibilities to DOD,” hemd. Ho
Id have proposed leg
tion to effect this ‘change Iegally %
Latham, Deeley and Brotzman each em

DOD already sets communications “‘“"%
for the gover Adding comp
rity to that responmbxlny. he. said; “- i

blurs the distinction betweente ecommungs
cations and £
tion systems, ”

. Although Gllckman nnd Brooks d.li

others, introduced legislation later thst day;

Latham'said, *I'don’t think that criticism . -
s well-based. I don't believe it is a-military- - .
dommatsdeommueeatall"ﬂealwmlledf

the Computer Security Research and
'h-mmng Act of 1985 within hours of con-

‘criticized. NSDD 145 puts the National
Secunty Agency, an intelligence branch of
.. the Defense Depnrunent, in charge of com-

T Abill mt.roduced shortly after the conclu- .-

. ‘sion-of a congressional hearing on govern- K
- ment computer security would establish a
training program for fedeml ADP person‘- .
ol i,

" Rep: Dan Glickman (D- Kan.) introduced :

. agencies [see related article; pg. 1), .

ment comp p
ciea would be mquued to pnmde computer: . co
- security training on"a periodic basis. The :

initial costs of the program are, estxmamd at.

- $1 million.

puter secunty for both mlhm-y and cmhan~

The legislation would authorize the Na-
tional Bureau. of St.andards to do back-
d R g a vul bility

. groun
. assessment of govemment systems, and de-:

~ velop training guidance so that agencies can’
, train their ADP personnel to secure govern- \2
g a hearing at which National Secu-.
rity" Decision Directive 145 ‘was heavily

ly. All agen-u

“What we propose is some pmventauve
medicine. — a means of problem avoid-.
ance,” Glickman said at a press conference
where he announced he would introduce
the legislation. “The reason we're doing’

this is becauae we pemelve a real and grow-

. want to do somethmg about it hefan

‘man of the House Science and Technolagy
; committee, Rep. Don Fuqua (D-Fla.);
- the ‘chairman. of ‘the  House Gove
. Operations Commutm Rep. Jack B
. (D-Texas).-The bill has been sent to.b

_priority for most federal agencms,

casee vutually non-axwtent.. he smd.

ma_]or breach occurs,” he said. .
The bill co-sponsors include the.

mnupeea, and Brooks said he e:
will réceive “a warm reception.” .-
“Computer security has mmamed

relatively small amount of funds |
voted to this area,” Brooks said. - )
Investlgatxons of federal agencies thnt
ted found comp
rity lax in almost every case and in
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